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NETWORKING
ACADEMY



Chabot College

Cisco Networking Academy II

Instructions:

Answer all questions below.  Print clearly & carefully!

Explore the website at http://www.practicallynetworked.com/
This site contains a wealth of information on home networking.  
Unfortunately, the site structure and navigation methods are sometimes confusing.

A major portion of this site is devoted to Small Office/Home Office (SOHO) internet gateway routers.  These inexpensive routers are designed to share a broadband internet connection with several PCs and to provide some network security.  The routers connect between a broadband modem (cable or DSL) and your home Ethernet, and many incorporate an Ethernet switch that shares the connection among several devices.  Most perform network address translation and include a DHCP server for your home net.  The following diagram shows a typical configuration:
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Step1 -Read the background page at http://www.practicallynetworked.com/pg/hw_router_bkgrounder.htm
1. List one disadvantage of using a "hardware router" to share an internet connection:

____________________________________________________________________________


2. Describe one authentication problem that SOHO routers need to solve:

____________________________________________________________________________

____________________________________________________________________________


Step 2 - Read the second backgrounder page at 

http://www.practicallynetworked.com/pg/hw_router_bkgrounder_pg2.htm
3. What are PPTP and IPsec? _____________________________________________________



4. What is "access control? _______________________________________________________


Step 3 - Read the firewall page at

http://www.practicallynetworked.com/sharing/firewall.htm
5. Briefly describe the access in and out of the home network allowed by Network Address Translation (NAT), as implemented in SOHO Routers: ____________________________________________________________________________

____________________________________________________________________________


6. Will NAT protect your PCs against viruses and malicious web pages? _________________________


Step 4 - Now explore the product guide and the reviews at
http://www.practicallynetworked.com/pg/router_guide_index.asp
Assume you are reading the guide and reviews to enable you to select an internet gateway router for your home.  As you read, be sure to look a the products from these companies:

· Asante FriendlyNet 

· Netgear

· SMC Barricade 

Be sure the click the link for each router that says: Read Our Review
7. Based on the reviews, which brand and model of router you would purchase?

Brand: _____________________
Model: __________________________

8.  Why?  Identify at least two positive attributes of the router you've chosen.


____________________________________________________________________________

____________________________________________________________________________


9. Does the router include a switch? __________
If yes, how many ports? _______________

10. What is the WAN to LAN transfer rate (in Mbps) reported 
in the performance section of the review for your router? _______________________

How does that transfer rate compare to the bandwidth 
of a typical DSL or cable modem connection? ___________________________

11. What is the approximate purchase price for your chosen model? _______________________

Step 5 - Diagram  a home network.
12. Using Visio, create a diagram of a home network that includes the following components:

· A cloud representing your ISP

· Cable or DSL Modem (even if you don't have one)
· The gateway router you selected in step 4
· At least one PC; more if you have more
· All interconnecting cables
· IP addresses for all interfaces as follows: (just assumptions for this exercise)
· Router WAN interface: 63.176.45.12
· Router LAN interface: 192.168.0.1 (If your router includes an internal switch, this address appears on all LAN switch ports)
· Interfaces for internal LAN devices: served by DHCP in the range 192.168.0.2 to 192.168.0.32
· Labels for all devices
Use Basic Network Shapes - Choose NEW  |  NETWORK DIAGRAM  |  BASIC NETWORK.  

You won't find your router listed, but select generic shapes that are similar and label them clearly.

Print your Visio diagram and attach it to this worksheet.

END  |  THREE-HOLE PUNCH  |   SUBMIT
SOHO Gateway Routers - Bonus Assignment
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