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Chabot College

Cisco Networking Academy II

Lab Configuration: any
VTY Password: cisco
Multiple routers required.
Enable Secret: chabot

Estimated time: 70 min.


Objectives: 
· Use the erase start  Cisco IOS command to erase the router's startup-config. 

· Use the reload Cisco IOS command to reboot the router. 

· Use the setup Cisco IOS command to create a basic router configuration. 

· Use the clockrate Cisco IOS command to set the "clock" on DCE serial interfaces. 

· Use the ping Cisco IOS command to confirm network layer connectivity from home router to neighbor hosts. 

Background: 
Setup is a Cisco IOS utility (program) that can help get some of the basic router configuration parameters established.  Setup is not intended as the mode for entering complex protocol features in the router. You should use setup to bring up a minimal configuration, and then use various configuration-mode commands, rather than setup, for most router configuration tasks.
There are two ways to enter setup mode: 

1. A router that cannot find its configuration file at startup will enter the setup dialog automatically. 

2. At the privileged exec prompt, type the setup command. 

Because you will be erasing your router’s configuration and building another one in this lab, you will not be able to use telnet. You must console directly to your router.

PREPARATION
Step 1 - Log on to router. 

Task: Connect to the router and login.  

a. List your router's hostname here: __________________________________

PART A – PRACTICE RUN.  

You will "walk through" the setup dialog, noting all the prompts & accepting all the default values given by the router.  At the end, you will not save the configuration.  The goal here is to get acquainted with the setup dialog.

Step 1 – Enter the privileged exec mode. 
Step 2 - Enter setup mode. 
Task: Enter setup at the privileged exec prompt:

hayward#setup

Explanation: Entering the setup mode begins a question-driven System Configuration Dialog.  
Default settings appear in [brackets].  
Press enter to accept the default, or type an answer of your choice and then press enter.
"Y" is sufficient for yes, and "N" for no.

When you see the message below, enter y or yes and press the enter key to continue the setup dialog:

 --- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]: y

Step 3 - Read the screen carefully and answer the questions below:
a. What is the importance of the word in the square brackets? _____________________________

b. What can you type to abort the system configuration dialog at any point? ___________________
Try it now!  Cancel the setup dialog and return to the privileged exec prompt.
Then restart the setup process (Step 2 and Step 3) to get back to this point.
Continue…

Step 4 - Answer:  Would you like to enter basic management setup? [yes/no]: n
Task: Type n or no. 
Explanation: You will enter the extended setup.  (Basic management setup is partially automated, and we won't use it.)

Step 5 - Answer: Would you like to see the current interface summary? [yes]: y
Task: Press the enter key or type yes. 
Explanation: The router display the current settings and status of its interfaces.  
This summary gives you a useful overview of its current connections and interface configuration.

a. Fill in the following table with the information provided.

	PRIVATE
Interface
	IP-Address
	OK
	Method
	Status
	Protocol

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Step 6 - Configure global parameters. 
Task: Configure the router using the default settings to any questions the router asks. 

Enter chabot as the enable secret password (or accept the encrypted default value).
Make sure you enter the password entirely in lower case!  (chabot is not Chabot is not CHABOT)

You'll be required to enter an enable password.  Use cisco.  
For security reasons, never make the enable password the same as the enable secret password! 

Step 7 - Configure interface parameters. 
Task: Configure the router using the default settings to any questions the router asks. 

Step 8 - Do not save your cofiguration. 
Task: When you see this menu, select "0":
[0] Go to the IOS command prompt without saving this config.

[1] Return back to the setup without saving this config.

[2] Save this configuration to nvram and exit.

Enter your selection [0]:0 

The purpose of PART A is to give you some familiarity with the questions asked in the setup dialog, so you should not save the configuration.

PART B – ACTUAL CONFIGURATION.  

Now you will delete the router's existing configuration & then create a new one using the setup dialog.  When finished, you will save the configuration & test it.  The objective here is to create a real, usable configuration.

Step 1 – Erase the router's exiting startup configuration. 
Task: In privileged mode, issue the command erase startup-config (erase start).

When asked to confirm, press enter.  (There will be a considerable delay before the router responds.)

hayward#erase start

Step 2 – Reboot the router. 
Task: In privileged mode, issue the command reload.

hayward#reload

If the router asks you whether or not to save the modified configuration, answer no.  (It may not ask - that's OK.)
If you were to answer yes, the running configuration would be saved to NVRAM.
You just erased NVRAM in Step1, and we want it to remain empty.
Observe the console screen during reboot process, which will take quite a bit of time.  
You will see the message:  Notice: NVRAM invalid, possibly due to write erase. 

a. After reboot, why does the router enter the System Configuration Dialog? ______


____________________________________________________________________________

Step 3 – Configure the router using the System Configuration Dialog. 
Tasks:  
- If asked if you want to enter basic management setup, enter no. 


- If asked if you want to terminate "autoinstall", enter yes.

- If asked if you wish to see the current interface summary, say yes.
(It is not necessary, but it is good practice to understand where you are starting.)

Your router should then start the extended setup dialog and prompt you for your router’s configuration information. 

Use the Base Lab Configuration network map to answer the configuration dialog questions.

· Note that the default settings appear in [brackets]. 
Press Enter to accept the default value, when desired.

· Be sure to name your router according to these rules. 

· Router names cannot contain spaces – use sanjose or san_jose,  not san jose

· Router names should be all lower case

· Set the enable secret to: chabot
· Set the enable password to: cisco
· Set virtual terminal password to: cisco
· When asked if you wish to configure each of these protocols, say no: SNMP, DECnet, Appletalk, IPX

· When asked if you wish to configure IP, say yes.

· Do not configure IGRP routing. 

· Do configure RIP routing.

· Do not configure bridging.

· Be sure to assign the correct IP addresses to the appropriate router interfaces according to the network map.
Do not use IP unnumbered on serial interfaces.
Do not accept the default subnet mask on serial interfaces.
Use the mask shown on the network map!  Think carefully!
Step 4 – Save and use the completed configuration. 
When the Setup dialog is complete, the IOS will show you the completed Configuration Command Script. 

Task: When you see this menu, select "2":
[0] Go to the IOS command prompt without saving this config.

[1] Return back to the setup without saving this config.

[2] Save this configuration to nvram and exit.

Enter your selection [2]:2 

Step 5 – Review the completed configuration. 
Task:  Study and confirm the configuration you created. 
Use the show running-config (sh ru) command to double-check the active configuration file.

Step 6 – Complete the configuration using IOS configuration commands.
Explanation:  Additional configuration will be required before your router can communicate successfully with others.  Specifically, you'll need to set a clockrate on DCE serial interfaces:

Serial interfaces use synchronous communication, which means that a clocking signal is necessary to synchronize two devices. On a typical network, the serial interface of a router would be connected to a CSU/DSU (DCE). The CSU/DSU supplies the clock signal (and, in turn, is configured to take its clock signal from the network of the telephone company supplying the leased line). In the lab environment, there are no CSU/DSUs, so a router must generate a clock signal to mimic what the CSU/DSU would normally provide. 

In order to set up the correct clocking, you must first determine if any of your serial interfaces are acting as a DCE, the way a CSU/DSU does. 

Task:  Use the command(s):

hayward#show controllers s 0  

Hayward#show controllers s 1

The output of these commands lasts for several pages, but the second line contains the information we need:

hayward>show controller s 0

HD unit 0, idb = 0x9CADC, driver structure at 0xA0E28

buffer size 1524  HD unit 0, V.35 DCE cable
According to the output above, this router interface is acting as a DCE.  In this case, the cable determines whether or not the interface is acting as a DCE or DTE.  If you discover that your router has a serial interface (or two) with a DCE cable, you must set a clockrate for that interface. To set a clockrate, you must use interface config mode.

Step 7 – Enter interface config mode and set clockrate.
Task: Set the clockrate following these steps:

To configure a specific interface, you must first enter Global Configuration mode.

Then you can enter the interface configuration mode for the interface you wish to set:

hayward#conf t
hayward(config)#interface s0 (replace with s1 if necessary)
hayward(config-if)#

Note how the prompt has changed to indicate the current mode. 

a. What does “if” stand for in the prompt?  ________________________________

Is there any thing in the prompt that indicates which interface you are configuring? ___________

To set the clock rate manually for an interface, enter this command:

hayward(config-if)#clockrate 56000

Exit from this mode by typing exit, or CTRL-Z.

b. At what layer of the OSI model do you think the clock signals operate?  __________________

Step 8 – Check your interfaces.
Task:  Make sure all interfaces are in the up-and-up state when you do a show interface:


Serial0 is up, line protocol is up   

Sometimes, interfaces become disabled until the administrator manually activates them. If your router’s interfaces are “administratively down”,  then you must bring them up manually (you are the administrator!) 
To bring them up, follow this procedure:

hayward(config)#int s1 (or s0 or e0)

hayward(config-if)#no shutdown

hayward(config-if)#exit

Of course, any interface without a connected cable will be administratively down, and that's normal.  There's no point in trying to bring up such an interface; it is not connected to anything and it will just shut itself down again.

Use the following table to troubleshoot problems:
	STATUS
	REASONS

	… is up, line protocol is up
	Operational

	… is up, line protocol is down
	Data Link problem; no keepalives: 
(e.g. no  clock set on serial DCE side;
nothing connected to E0 transceiver.)

	… is down, line protocol is down
	Physical problem, interface not connected

	… is administratively down, line protocol is down
	Disabled (by administrator)


Step 9 – Test your router's layer 3 connection with your directly connected neighbors.
Task: Once you have “up and up” status on your active interfaces, ping from your router to your directly connected neighbors:

a. Ping your console workstation's Ethernet card IP address. (see Map)


Successful? ______________


If not, check the IP address assigned to your router's E0 and the IP configuration of the PC NIC.

b. If the ping is successful, attempt to telnet from your console workstation (use the DOS prompt) to your router's E0.


Successful? ______________
c. Ping one of your adjacent router(s)’ interfaces. (see Map)


Successful? ______________


If not, check with your neighbor to see if their router's interfaces are “up and up” yet.  

· You might need to wait  for them to finish or try the other neighbor, if available.

· Or they might have made an addressing error; you can check with show cdp neighbors detail.

· Also, you might have made an addressing  error:  Check the IP addresses and subnet masks on your serial interfaces.

d. If the pings is successful, attempt to telnet to a neighbor router (from your router).


Successful? ______________

Successful telnet indicates connectivity using  all 7 layers of the OSI model!

Command Reference

	Command
	Prompt / Mode
	Description

	setup
	Router#

Privileged
	setup initiates the setup dialog to build a basic configuration.

Example:

Router# setup<ENTER>

	clockrate

	Router(config-if)#

Privileged
	clockrate sets the controller clock on a DCE-configured serial interface.

Example:

Router(config-if)# clockrate 56000<ENTER>

	erase startup-config
	Router#

Privileged
	erase start deletes the startup configuration file stored in NVRAM, leaving the router with no backup configuration.

Example:

Router# erase start<ENTER>

	reload
	Router#

Privileged
	Reload causes the router to reboot and load the startup configuration file stored in NVRAM.  If there is no startup config, the router will enter setup mode (if it has the latest IOS release).  If it has an older release and is connected via HDLC-encapsulated serial lines to another router,  it may attempt to automatically load a configuration file over the serial line from a tftp server, resulting in delays and a series of tftp broadcast timout errors.  Prevent this behavior by disconnecting the serial line or turning off the other router.  Stop it by adding the command no service config to the config file.

Example:


Router# reload<ENTER>
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