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Chabot College

Cisco Networking Academy II

Lab Configuration: erased
VTY Password: cisco
One router required.
Enable Secret: chabot

Estimated time: 40 min.


Objectives: 
· Use the erase start Cisco IOS command to erase the router's startup-config. 

· Use the reload Cisco IOS command to reboot the router. 

· Use the Cisco IOS Configuration commands to create, save, and test a basic router configuration. 

Background: 
Most router administrators create configuration files by typing configuration-mode commands at the EXEC or in a word processor.  During configuration, administrators use the ? help command to master unfamiliar commands.

Because you will be erasing your router’s configuration and building another one in this lab, you must console directly to your router.  

PREPARATION
Step 1 - Log on to router. 

Connect to the router and login.  

a. List your router's hostname here: __________________________________

Step 2 – Erase the router's existing startup configuration. 
In privileged mode, issue the command erase startup-config (erase start).

When asked to confirm, press enter.  (There will be a considerable delay before the router responds.)

hayward#erase start

Step 3 – Reboot the router. 
 In privileged mode, issue the command reload.

hayward#reload

If the router asks you whether or not to save the modified configuration, answer no.  (It may not ask - that's OK.)
If you were to answer yes, the running configuration would be saved to NVRAM.
You just erased NVRAM in Step 2, and we want it to remain empty.
Step 4 – Do NOT enter the configuration dialog. 
We will not use setup mode in this lab 

After reboot, when you see the message below, enter n or no and press the enter key to exit the setup dialog:

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: n

Step 5 – Terminate Autoinstall. 
If asked: 


Do you want to terminate autoinstall [yes]: y

Enter yes.

After a short delay, you'll see: 


Press return to get started. 

Go ahead and press Enter or Return: 

Step 6 – Examine the current config in RAM. 
Enable the privileged mode.

a. Why was no password required? ________________________________________________________

Now show the running config.

In this current config, what is:

b. The hostname? _____________________________

c. The enable password? _____________________________

d. The enable secret password? _______________________________

e. The IP address assigned to Ethernet 0? ___________________________

f. Does the config file say Ethernete 0 is up or shutdown?  ______________________

This is the default configuration file for a router that has been through erase start & reload.

Step 7 – Examine the current state of your interfaces. 

Use show interfaces (sh int) or show protocols (sh prot) to answer the following questions:

a. Does Ethernet 0 have an assigned IP address?  ________________________________

b. What is the operational state of Ethernet 0? ___________________________________
(up-up, up-down, administratively down-down)

c. Why is E0 in this state?  ___________________________________________________

d. What command must you enter to bring E0 up? ________________________________

e. What mode must you be in to enter this command?  _____________________________

The state you find for E0 is the default state for all interfaces of a router that has been through erase start & reload, except that one serial port may be UP, UP and have an address obtained through SLARP.

PART A – Global Configuration Commands  


Remember to use the ? help command when needed.


Step 1 – Enter the global configuration mode:

router>en


router#config t


router(config)#

Step 2 - Enter the global configuration command: hostname  


router(config)#hostname hayward 
(Substitute the appropriate city name)
a. What happens to the router prompt when you enter the above command?  _________________________


____________________________________________________________________________

Step 3 - Enter the following global configuration commands:


hayward(config)#enable password cisco
(check your accuracy!)

hayward(config)#enable secret chabot
(check your accuracy!)

   hayward(config)#no ip domain-lookup
(stops DNS lookup attempts)

hayward(config)#ip route 0.0.0.0 0.0.0.0 e0
(default route – we'll explore in a later lab)
Step 4 - Enter the global configuration command: banner motd  


hayward(config)#banner motd $Administered by Joe Chabot$  (use your name)
In the above command, motd stands for “message of the day.” The “$” character is used as a delimiting character. You can use any character to tell the router your are about to begin typing the message of the day, but, when you type that character again, the router assumes you are done with the message. The “$” is a good delimiting character, because chances are low that you will want to use that character in your message. Naturally, you should use your name instead of "Joe Chabot".

To see the message of the day, log out of your router (exit, exit) and log back in.

a. At what point was the message of the day displayed? __________________________________________

Enable the privileged mode again.

b. Why was a password required when you typed en? ____________________________________________

c. Which password was correct, the enable password, or the enable secret?  ________________________

d. Why? ________________________________________________________________________________


PART B – Interface Configuration Commands  

Step 1 – Enter the interface configuration mode for Ethernet 0:

hayward#config t


hayward(config)#int e0


hayward(config-if)#

Notice that nothing in the router prompt shows that you are configuring Ethernet 0; 
you have to keep track of which interface you've asked to configure.

Step 2 - Enter the following interface configuration commands for e0: 


Obtain the required address and subnet mask from the network map.


hayward(config-if)#ip address 192.168.3.1 255.255.255.0 (refer to map for address)

hayward(config-if)#desc Connected to local LAN


hayward(config-if)#no shut

In the above command sequence, desc stands for “description.”   All the text after the word desc becomes the description.  A description is often used to remind the router administrator what is connected to that interface.
a. What is the purpose of the no shutdown command?  _________________________________________


____________________________________________________________________________

Return to the privileged EXEC mode (exit, exit, or just ^Z)
Step 3 – Examine the current state of your interfaces. 

Use show interfaces (sh int) or show protocols (sh prot) to answer the following questions:

a. Does Ethernet 0 have an assigned IP address?  ________________________________

b. What is the operational state of Ethernet 0? ___________________________________
(up-up, up-down, administratively down)

c. Why is E0 in this state?  ___________________________________________________

d. Now look at Serial 0 and Serial 1.  
Why is at least one of them still down? _____________________________________________________

PART C – Testing  & Saving

Step 1 - Review your running configuration:
Use show run to review your config.  
What mode must you be in to show run? ___________________________

Your config should be similar to that shown below, with appropriate changes in hostname and ip addressing for your particular router:
version 12.0

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname hayward

!

enable secret 5 $1$6c9.$luJU4EITBdCY4UHZ97fU6.

enable password cisco

!

ip subnet-zero

no ip domain-lookup

!

!

interface Ethernet0

 description Connected to local LAN

 ip address 192.168.2.1 255.255.255.0

 no ip directed-broadcast

!

interface Serial0

 no ip address

 no ip directed-broadcast

 no ip mroute-cache

 shutdown

!

interface Serial1

 ip address 10.1.0.2 255.255.0.0

 no ip directed-broadcast

!

ip classless

ip route 0.0.0.0 0.0.0.0 Ethernet0

!

banner motd ^CAdministered by Joe Chabot^C

!

line con 0

 transport input none

line aux 0

line vty 0 4

!

end
Step 2 - Test motd and password:
Logout (exit) and then log back in again.    

a. Was the motd displayed? ____________

b. Is the hostname correct? _____________

Enable the privileged mode.

c. Was your password accepted? ____________

If you discover problems, review the config and make corrections.

Step 3 - Test Ethernet 0 connectivity to your LAN:

Ping the IP address of your console PC (consult the map for address).   

a. Did the ping receive successful replies? ______________ (80% is OK; just ping again to get 100%)

If not, review the config and make corrections.
Also, you might want to check the IP configuration on your console PC using winipcfg. 

Step 4 - Save your successful configuration to NVRAM:

When your config passes all the tests above, save it to the now empty NVRAM with this command:
(Note the mode you must be in.)


hayward#copy run start


(copies running-config to startup-config)
You will be prompted for the name of the destination file.  
Accept the default of startup-config
Destination filename [startup-config]?
Confirm that you've saved your config to NVRAM by typing

hayward#show start
Step 5 - Demonstrate your successful configuration to the instructor:

Call your instructor to your console, and then demonstrate the following steps in order:

· Logout (exit) and then log back in again.

The motd should display.

The hostname should be correct.

· Enable the privileged mode.

Your password should be accepted.

· Ping the IP address of your console PC (consult the map for address)

You should receive successful replies.

· Show the running configuration.

The running config should include an enable password of cisco, an  e0 description, & a static route to E0.

· Show the startup configuration.

The startup config should match the running config, showing that you successfully 

saved your config to NVRAM.

Command Reference

	Command
	Prompt / Mode
	Description

	banner
	Router(config)#

Global config
	This will display a banner when you first telnet to the system.  The banner command must follow a certain syntax.  Use ? for help.

Example: 

Router(config)# banner motd $ <ENTER>

This is a message. $<ENTER>

	configure terminal or config t
	Router#

Privileged 
	Entering configure t or config t is using the configure terminal command which allows you to get into the Global configuration mode.  End with CTRL Z.

	copy running start
	Router#

Privileged
	Copy run start  copies the Running-Configuration to the Startup-Configuration.

	description
	Router(config-if)#

Interface config
	You can enter a description for each interface by typing desc in the interface configuration.

Example:

Router(config-if)#desc This interface is the link to Paris.

	hostname newhostname
	Router(config)#

Global config
	The hostname routername  gives the router a hostname.

Example:

Router(config)#hostname bogusrouter <ENTER> 

This will change the name to bogusrouter 

	interface s0
	Router(config-if)#

Interface config
	The interface s0  enters an ip address to the serial interface.  The different interfaces are changed by typing interface s1 or interface e0.  You can select another interface also by int s1  o r  int  e0 while at the Router(config-if) prompt.

Example:

Router(config-if)#ip address 192.168.1.25 255.255.255.0 <ENTER>

Router(config-if)#int s1<ENTER> 

	ip route
	Router(config)#

Global config
	Use ip route to define a static routing routing table entry. 

Example:

Router(config)#ip route 192.168.1.0 s0 <ENTER> or  ip route 192.168.1.0 192.168.1.50<ENTER>

On the first example the path is using the serial port 0.  The second example is using the next hop.

	no shutdown
	Router(config-inf)

Interface config
	No shutdown turns the administratively shutdown interface back on.
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