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Chabot College

Cisco Networking Academy II

Lab Configuration: “base” (host tables deleted)
VTY Password: cisco
Multiple routers required.
Enable Secret: chabot

Estimated time: 25 min.

Objectives:
· Display information on how Cisco Discovery Protocol (CDP) is configured.

· Use CDP commands to get information about neighboring networks and Cisco devices. 

· Use CDP and Telnet to help create a map of the network.

Directions: 

Step 1 - Log on to router. 

Explanation: Connect to the router and login. 

Step 2 - Gather information about the router you logged into by issuing the show interface command. 

Task: Enter the  show interface (or show protocols ) command at the router prompt. 
Explanation: The router shows information about the configured interfaces.
Document the following information about the router:
a. What is the name of your router? 

b. List IP address and subnet mask of the interfaces.
	Interface 
	IP Address 
	Subnet mask 

	
	
	

	
	
	

	
	
	

	
	
	


c. List operational status of each interface. 

	Interface
	Interface Up or Down?
(Carrier Detect Signal)
	Line Protocol Up/Down? 
(Keep Alives Being received)

	
	
	

	
	
	

	
	
	


Step 3 - Display the values of the CDP timers. 

Task: Enter show cdp interface command at the router prompt.  
a. How often is the router sending CDP packets?  _____________________

b. What is the holdtime value? __________________

c. Which interfaces are configured to send CDP packets? _______________________________

Step 4 - Use CDP to discover your router’s neighbors .
Task: In user or privilged mode, issue the command show cdp neighbor command  . 
Explanation: This command will show you the Cisco routers & switches that are directly connected to your router. 


Note: “Local Interface” is your router’s interface, and "Port ID" is the neighbor's interface you are connected to.

a. Fill in the following table: 

	Device ID
	Local Interface
	Hold Time
	Capability
	Platform
	Port ID

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Step 5 - Discover details about neighbor routers and switches.
Task: Enter show cdp neighbor detail from the router prompt.
Explanation: The router will display the IP addresses of its neighbors, in addition to other information.   Study the display until you are familiar with its format.

Step 6 – Use CDP and Telnet to help you prepare a map of the network.

Task:  On the back of this page, draw a map of the network that includes all routers and switches and shows:

· Router names and switch names (some switches may not have a name)

· All interfaces on routers (labeled E0, S0, etc.) that are “up”

· IP addresses (labeled for each interface that has an assigned address)

· Use the correct logical symbols for a serial connection, a router, and a switch

First, begin your map by drawing youir "home" router and showing each of its interfaces and their IP addresses.

Next, use the show cdp neighbor detail command to find your "home" router's neighbors and their IP addresses.

CDP only discovers the directly connected neighbors.  Therefore, in order to get information about the rest of the network, you will have to telnet from your "home" router to each of your neighbors, and then use CDP:

a. Telnet to neighboring router by entering telnet (IP address).  (You will have already discovered the IP addresses of your home router's neighbors using show cdp neighbor detail.)

b. If prompted, enter the vty login password cisco.

c. On this current router, use the show protocols command to find the IP addresses of all interfaces.

d. use the show cdp neighbor command to find its neighbor switches & routers; note the interfaces which connect them to your current router.

e. On this current router, use the show cdp neighbor detail command to discover the IP addresses of neighbors' interfaces so you can telnet to them next.

f. Type exit to close your telnet session and return to your home router (note the prompt change).

Continue to use this combination of telnet and show protocols / show cdp neighbor / show cdp neighbor detail until you have completed your map of the network.  Be sure to record the information discovered by CDP as you go along.

Command Reference

	Command
	Prompt / Mode
	Description

	Show cdp interface
	Router>

Router#

User or Privileged
	Sho cdp displays CDP information for each interface, including the timing for sending CDP packets & the holdtime value.

Example:

Router>sh cdp int<ENTER>

	Show cdp neighbor
	Router>

Router#

User or Privileged
	The command sh cdp ne will show you the IP addresses the routers directly connected to your router.  This uses the Cisco Discovery Protocol.  Example:

Router>sh cdp nei

	Show cdp neighbor detail
	Router>

Router#

User or Privileged
	Sh cdp ne de will show you the IP addresses of your neighbor routers.  This uses the Cisco Discovery Protocol.

Example:

Router>sh cdp nei de
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