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Chabot College

Cisco Networking Academy II

Lab Configuration: base (requires vty login) 
Password: cisco
One router required.
Enable Secret Password: chabot

Estimated time: 20 min.




Objectives: 
· Explore and evaluate the HTTP server interface, which allows limited configuration via the web.

Background: 

Few router administrators rely on this interface.  You'll see why…
Step 1 - Log on to router. 

Connect to the router and login.  

a. List your router's hostname here: __________________________________

Step 2 – Enable the HTTP server function.
Enter the global configuration mode and then enter the following command:


hayward(config)#ip http server

Step 3 – Access the router via a web browser.
On your console PC, start Internet Explorer.
(You'll get an error message when it tries to reach Microsoft's site - that's OK.)

In the Address field, enter the IP address of your router's e0.

You should be connected to the HTTP server running on the router.  
If not, troubleshoot:

· Cables connected, link lights on?

· Is e0 UP, UP?

· IP address and subnet mask correct on e0?

· IP address, subnet mask, and gateway correct on PC?  

Step 4 – Log into the router – enter password.
When you connect to the router's HTTP server, you'll see a password dialog box.
Complete it as follows:

User Name: Leave blank.
Password: Use the enable secret for your router.

Continued…


Step 5 – Explore the features provided by the HTTP interface. 
What can you do via this web interface?  
To find out, try each of  the links that are available.
Be sure you telnet to the router and login.


b. List each of the features here:

	Feature (link) Name or Description

	

	

	

	

	

	


Step 6 – Disable the HTTP server function.
In the global configuration mode, enter the following command:


hayward(config)#no ip http server

For security reasons, it is not good practice to leave the http server running.

Step 7 – Evaluate and reflect.   Return to your curriculum workstation to complete these items:
Your PC was able to support two network simultaneous connections to the router:

-a Web (HTTP) connection

-a telnet connection
Why didn't they interfere with one another?  

c. What technology kept them separated? _____________________________________________
(Think, and perhaps review Semester 1 information on Layer 4, the transport layer.)



d. What is your overall evaluation of the usefulness of this web interface?
- Does it provide any information that is new or special?
- Is it powerful?  Can you use it to do most of what you need to do?

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

Command Reference

	Command
	Prompt / Mode
	Description

	ip http server
	Router(config)#

Global config.
	ip http server starts the HTTP interface.
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