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Chabot College

Cisco Networking Academy II

Router Configuration: base
VTY Password: cisco
One router required.
Enable Secret: chabot

Estimated time: 30 min.




Objectives: 
· telnet to a router's vty 0 port and change its configuration.

· Explore the IOS commands that control access via vty 0 4. 

Background: 

Router administrators frequently administer routers at remote locations.  They use telnet to access the router over the TCP/IP network.  In this situation, certain router configuration changes will result in a lost connection.

Step 1 - Log on to router. 

Connect to the router's console and login.  

a. List your router's hostname here: __________________________________

Step 2 – Confirm network connectivity with your console PC.
From the router, ping your console PC's IP address.

b. Successful? ____________

If not, troubleshoot:

· Use show int e0 to see if e0 is UP, UP and to verify that its IP address matches the network map.

· Use winipcfg to verify that your console PC's IP address matches the network map.

Step 3 – From your console PC's DOS prompt, telnet to your router.
At the DOS prompt, start a telnet session.


C:\WINDOWS>telnet xxx.xxx.xxx.xxx 

(where xxx.xxx.xxx.xxx is the IP address of your router's e0)

c. What password was required to log in via telnet?  _______________________

Show the running config.
Note that your telnet connection to the vty port works just like your console connection.

Disconnect from your telnet session.  Type:


exit

TIP: Don’t forget to disconnect from your telnet sessions!  If you fail to disconnect, the router's VTY port will remain "tied up" and unavailable.  Remember, you only have five VTY ports.

Step 4 – Experiment with the line password command.
Return to the Hyperterm console window. 


Enter line vty 0 4 config mode 

Remove the password command by entering:

no password cisco

Now show run

d. Is  password cisco gone from the line vty config? ____________

How does removing the password affect the behavior of the router?  
Let's find out by starting a new telnet session:

At the DOS prompt, start a telnet session and telnet to your router's e0.

e. When you attempt to connect, what message do you see? ______________________________________

f. How could you fix this problem? ________________________________________________________


(Don't actually fix it.)

Close the telnet window.

Step 5 – Experiment with the line login command.
Return to the Hyperterm console window. 


Enter line vty 0 4 config mode 

Remove the login command by entering:
no login

Now show run

g. The command login is gone.  What command has replaced it? ______________________________

Let's find out what this command means by starting a new telnet session:

At the DOS prompt, telnet to your router's e0.

h. This time, what password was required for you to login via telnet? ____________________________

i. What does no login seem to mean? 

______________________________________________________________________________

j. Explain why security would be extremely weak if you configured an internet gateway router's line vty 0 4 in the same way your router is now configured:


______________________________________________________________________________

Disconnect from your telnet session.  Type:


exit

Close the telnet window.

Step 6 – Restore normal operation - put the login and password commands back in the line vty config.
Enter line vty 0 4 config mode and enter the following lines:

login
password cisco
From the DOS prompt, telnet to your router's e0.  
Be sure can log in and you are prompted for a password.

OK?  If not, troubleshoot and fix.

Type exit to disconnect from your telnet session

Close the DOS telnet window and the DOS window.

Step 7 – Use Hyperterminal's telnet capability.
The DOS telnet program is ugly and lacks a scrollback buffer.

Let's switch to Hyperterminal.  Start a new Hyperterminal Window:  

Start  |  Programs  |  Hyperterminal Private Edition  | Hyperterminal Private Edition


For new connection, enter name: telnet_to_router.  Select the second icon (blue world):
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In the Connect to… dialog, from the Connect Using drop down list, select TCP/IP (Winsock)

In the Host address field, enter the IP address of your router's e0.

Then click OK:
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Voila!  You've now established a telnet session using Hyperterminal.

Go ahead and provide the password needed to access the router via telnet.

Notice the message at the bottom left corner of the Hyperterminal telnet session window frame.

k. What does that message say?  _______________________

Step 8 – Change your router's config using your telnet connection.
Imagine that this router is miles away at Las Positas College, and you have accessed it remotely via the network.

In this situation, you can perform many of the system configuration commands.   Try a few:

First, show run to see the running config.   

l. Did that work OK? ____________

Now change the banner motd to "Administered by [yourname]".  

m. Did that work OK? ____________

Next, enter the interface configuration mode for e0, and enter this line:



ip address  192.168.50.1 255.255.255.0

n. Oh oh!  After changing IP address in this telnet session, what happens? ___________________________

Wait a minute or so and then look at the word at the bottom left of the Hypterterminal session window.  

o. Does it say Connected? ____________

p. What kinds of configuration changes could cause you to lose your network connection to a remote router that you have reached via that router's E0 interface? 

Mark each change that would result in connection loss:

	· change to ip address on E0
	· change to ip address on S0

	· issuing a shutdown command for E0
	· change in enable secret password

	· erase start, reload
	· change to the description for E0

	· no router rip (disables dynamic routing)
	· change to banner motd


Step 9 – Let's recover from this lost connection...
Wouldn't it be great if you had a dial-up modem connected to aux 0 on this router, which we are pretending is located at Las Positas?  Then you could dial up the modem and connect as if you were at the router's console!

Of course, the router is right here, so we'll just use the console port. 
You can always access a router via its console port!

Return to the Hyperterm console window.

Enter the interface configuration mode for e0.
Then change the IP address and subnet mask so that they correctly match the network map.

Now return to the Hyperterm telnet window.  

Press enter or return once or twice to test the connection.  
Is it up?  If not, select "Call" from the Call menu.
If it is still not up, troubleshoot by checking your running config.

Finally, exit from your Hyperterminal telnet session:

Type exit to log out of the router. 

In Hyperterm, select Call | Disconnect to end your telnet session.

Close your Hyperterm telnet window.  When prompted, don't save your connection. 

q. Why is it helpful to have a dial-up connection to the aux 0 port of a router you wish to administer remotely?
_______________________________________________________________________
Step 10 – Demonstrate your telnet skills to the instructor.
· Start a new Hyperterminal telnet session, and telnet to your router's e0.

You should be prompted for an access password and be able to log in.

Command Reference

	Command
	Prompt / Mode
	Description

	line vty 0 4
	Router(config)#


	line vty 0 4  enters line configuration mode for virtual terminal lines 0 through 4.  These lines are used for telnet sessions.  You can also enter the config mode for any single line. (e.g. line vty 3).

	login
	Router(config-line)#
	login  enables password checking at login to this line 

	password 
	Router(config-line)#
	password [word]  defines the password required for this line.


END  |  THREE-HOLE PUNCH  |   STAPLE   |   SUBMIT

4E – Remote Router Management via Telnet















1





