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Chabot College

Cisco Networking Academy II

One router required.
VTY Password: cisco

TFTP server on Console PC required.
Enable Secret: chabot

Estimated time: 20 min.




Objectives: 
· Use Cisco IOS commands to save a copy of the IOS to a TFTP server.

· Use Cisco IOS boot system commands to alter the router's boot process. 

Background: 

Router administrators frequently save copies of the Cisco IOS on a remote server for testing and backup purposes.  TFTP, trivial file transfer protocol, is customary protocol used for this purpose.

PREPARATION

Step 1 – Enter a simple configuration to your router. 

Connect to the router and login.  

a. List your router's hostname here: __________________________________

Erase the startup configuration and reload the router  
(erase start, reload)

(Do not enter the system configuration dialog.)

Follow the network map and enter global configuration commands

· hostname
(refer to map)

· no ip domain-lookup
(Type the command just like this.)

· enable secret
(chabot)

· banner motd
(Name yourself as System Adminstrator.)
Enter the commands necessary to configure and bring up your Ethernet 0 interface.
(Set the IP address and subnet mask to match the network map.)
Step 2 – Check the TCP/IP configuration of the PC on your router's LAN.
Make sure the IP address and subnet mask match the network map; reconfigure if necessary.
Step 3 – Check the current IOS filename, size, and boot instructions.
Check the filename and size of the operating system that resides in flash with the command:


show flash

b. What is the file length (size) in bytes? _______________________

c. What is the IOS filename? _____________________________________________
Be exact! Be careful! Remember that the number one looks like a lowercase letter "L"


Then verify that your router has booted from flash with the command:


show version

Find the line of the display that begins "System image file is... 
This line shows the filename and the source it booted from.  

d. Where was the IOS image booted from? _______________________

Also, use the output of show version to determine your router’s configuration register.

e. Write your router’s configuration register setting here: _______________________

f. What does the last hex digit of the configuration register tell you about how the router will attempt to locate an IOS image?  Fill in the following table: (If needed, refer to curriculum page 7.1.2)

	Last Hex Digit 
	Source of IOS Image

	0
	

	1
	

	2  - F
	


PART A - Save a copy of the IOS to a TFTP server

Step 1 – Prepare the TFTP server 
A TFTP server has been installed on each console PC.  

From the router, ping the TFTP server's IP address to be sure the router can communicate with the server.

If the pings are not successful, troubleshoot the configuration and try again.

Before you can save files to it, you must start the TFTP server:

· On the desktop of your console PC, double-click the shortcut labeled "Shortcut to Tftpsvr"

· You can also single-click the shortcut at the left of the taskbar located at the bottom of the screen.

· A window will open, indicating that the TFTP server is now running.  This window displays information about the status of file transfers to/from the TFTP server.

· Files will be saved to the desktop folder labeled "tftp".  Open this folder and delete any files contained within it.

Return to your hyperterminal window.

Step 1 – Copy the IOS image to the TFTP server.
Once again, remind yourself of the IOS filename with the command:


show flash

Now you can issue the IOS command to save a copy of the IOS to the tftp server:


hayward#copy flash tftp


(copies the a file from flash memory to tftp server)
You'll be prompted with a series of questions:

· When you are prompted for the source filename, enter the exact IOS filename you found using show flash.

· When you are prompted for the Remote host, enter the IP address of  your console PC that is running the tftp server.

Here is the series of questions you'll see:

hay#copy flash tftp

Source filename []? c2500-d-l.120-10
Address or name of remote host []? 192.168.3.10
(enter the IP address of your console PC)
Destination filename [c2500-d-l.120-10]? 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

6890600 bytes copied in 87.788 secs (79202 bytes/sec)

You can confirm a successful copy by observing the router console report.
You can also check in the tftp folder on the PC for a file with the appropriate IOS file name.

If an error occurs during the copy process, troubleshoot:

· Did you use the correct IP address for your console PC?

· Did you remember to start the TFTP server process on your console PC?

· Did you use an incorrect filename?

· Is it possible that your router can't reach your console PC?  Check:

· Can you ping from the router to your console PC's address?
If not, you'll never reach a TFTP server running on the PC.  Troubleshoot the e0 config and try again.

Step 2 – Review, but do not use, the command to copy the IOS from the tftp server to the routers flash memory.
If we wished to update the IOS version running on your router, we could copy a new version from the tftp server to flash.  Unfortunately, due the design of the 2500 series, we would have to erase the existing IOS before trying to copy the new one to flash!  There isn't enough flash memory to hold both an old and new copy of the operating system 

Because of this limitation, we won't actually update the IOS.  
However, the procedure is just the reverse of the procedure you used in step 1.  

To answer the question below, you might need to refer to curriculum page 7.3.4.

g. Write the command that would be used to copy the IOS from a tftp server located at 209.22.6.12 

to your router's flash memory: ____________________________________________________

Do not actually use this command!

PART B - Configure your router to load its IOS from the TFTP server
Boot system commands in the router's configuration file can be used to specify the source from which the router will load its IOS image.  If several of these commands are placed in the configuration file, they will be tried in order - they specify a "fallback sequence".

h. To specify a fallback boot sequence, write the boot system command to specify that the IOS image should be loaded from: (Refer to curriculum page 7.2.1 or to the Command Reference at the end of this lab.)

· Flash ______________________________________________________________

· A TFTP server at 10.3.6.12 ____________________________________________

· ROM (the "mini-IOS") ________________________________________________

Now, we'll try out one of these commands.

Step 1 – Enter a “boot system” command to instruct the router to boot the IOS from the TFTP server.

In global configuration mode, issue this command:


hayward(config)#boot system tftp c2500-d-l.120-10 xxx.xxx.xxx.xxx 

 

(replace xs with the TFTP server’s IP address)

Step 2 –Confirm, save, and boot.
Verify your boot system instruction with the show run command.

Save your configuration to NVRAM with the copy run start command

Finally, boot the the router with the reload command.

Step 3 – Observe the reload process carefully:  

The IOS will begin to load from the TFTP server, but the process will fail as shown below:

hay#reload

Proceed with reload? [confirm]

00:03:34: %SYS-5-RELOAD: Reload requested

System Bootstrap, Version 11.0(10c), SOFTWARE

Copyright (c) 1986-1996 by cisco Systems

2500 processor with 2048 Kbytes of main memory

%SYS-4-CONFIG_NEWER: Configurations from version 12.0 may not be correctly under

stood.

Loading c2500-d-l.120-10 from 192.168.3.10 (via Ethernet0): !!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! [buff

er overflow - 1297408/1297042 bytes]

The above display shows that the router attempted to load its IOS image (c2500-d-l.120-10) from a TFTP server: located at 192.168.3.10. That means that the boot system command worked! Unfortunately, the Cisco 2500 runs the IOS from flash memory, and the old IOS remains there, taking up most of the available space.  There isn't enough free flash to load a second copy of the IOS, so it fails with a "buffer overflow".

i. Did your router attempt to load the IOS from the TFTP server? ________________________________

Call your instructor to your console and scroll back in Hyperterminal to show that the IOS was 
booted from TFTP and then failed with a buffer overflow.

Step 4 – Remove the boot system command.   Reboot.  Delete IOS file on PC.
· Remove the boot system command from your router’s configuration.

j. What command removes a boot system command? _____________________________________

· Use show run to verify that the boot system command has been removed.

· Save the cleaned-up config with the copy run start command.

· Boot your router with the reload command; make sure it starts normally.

· Finally, open the tftp folder on the desktop of your console workstation and 
delete the IOS file you copied there: c2500-d-l.120-10
Command Reference

	Command
	Prompt / Mode
	Description

	boot system tftp filename ipaddress
	Router(config)#


global config
	boot system tftp [filename] [ipaddress]  causes the the IOS image to be booted from a tftp server at reload or startup. The order of boot system commands in the config determines the fallback sequence of boot instructions.

	boot system flash filename
	Router(config)#

global config
	boot system flash [filename]  causes the the IOS image to be booted from FLASH memory at reload or startup. The order of boot system commands in the config determines the fallback sequence of boot instructions.

	boot system rom 
	Router(config)#

global config
	boot system rom  causes the the IOS image to be booted from ROM at reload or startup. The order of boot system commands in the config determines the fallback sequence of boot instructions.

	copy flash tftp
	Router#

Privileged
	copy flash tftp  copies the IOS image in FLASH to a tftp server. Prompts will be shown for the IP address of the host running the server and for the filename.

	copy tftp flash
	Router#

Privileged
	copy tftp flash  copies the IOS image on a tftp server to FLASH. Prompts will be shown for the IP address of the host running the server and for the filename.  Don't use this command in class!


END  |  THREE-HOLE PUNCH  |   STAPLE   |   SUBMIT

5A – IOS Image Boot from TFTP Server















1





