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Chabot College

Cisco Networking Academy II

Router Configuration:  any (enable secret set by instructor)
VTY Password: cisco

One router required
Enable Secret: (unknown)

Estimated time: 30 min.

Objectives: 
· Recover control of a router with an unknown enable secret password.

Background: 

The password recovery procedure requires physical access to the router's console port.  Since password recovery methods are widely published, routers need to be in a secure location with physical access limited to authorized staff. 

The version of HyperTerminal provided with Windows 95, 98, NT and 2000 lacks the capability to issue a "break" sequence as required for the Cisco router password recovery technique. An upgrade, known as HyperTerminal Private Edition (PE) is available free of charge to personal and educational users and may be downloaded from www.hilgraeve.com.  Our lab has Hyperterm PE installed on all console workstations.

Note that the required commands are shown in this lab, but you must select the appropriate mode to issue the commands.

PART A - PREPARATION

Step 1 - Log on to a router. 

Connect to the router's console and login.

Step 2 – Set the enable secret to a password that only you know, save it, and then log off:

enable secret [word]


copy run start


exit

Finally, clear your Hyperterminal screen and backscroll– use the Edit menu picks.

Step 3 – Move to the router located on your right  (person at end of line wraps to far left)

Step 4 – Attempt to show your router's running config.
a. Why are you unable to show the config? __________________________________________________


___________________________________________________________________________________


Step 5 - Record the configuration register setting. 


show version
 

b. What is the current configuration register setting? ______________________

PART B – SET THE ROUTER TO START WITHOUT LOADING ITS CONFIGURATION FILE

Step 6 - Restart the router.
Using the power switch, turn the router off, count to five, and then turn it back on.
Be sure you don't turn off someone else's router! 
Step 7 - Interrupt the boot up sequence. 
Within 60 seconds of turning the router back on, press and hold the Control key, then press the Break key.
The router will enter ROM monitor mode and present this prompt:


>

Step 8 – Display the current configuration register setting.  (alternate to Step 3)
You already discovered this setting in step 3, but if the console and vty passwords were lost, you wouldn't have been able to login to the router to issue the show version command.  In that case, you could display the current config register using a ROM monitor command.  Try it now; just type a lower-case letter "o" at the prompt, and press enter:


>o

The router will display a several lines of text, beginning with the configuration register setting.
Step 9 - Change the configuration register so that the router does not load its configuration file at startup. 
The procedure varies depending on the model of router, and can always be found by checking the password recovery documentation provided on the Cisco TAC.  At this writing, password recovery documentation is at http://www.cisco.com/warp/public/474/index.shtml
For our 2500 series routers, type o/r 0x2142 and press enter 
(lower case letter o, slash, lower case r, space, zero, lower case x, two, one, four, two, enter):   


>o/r 0x2142

Notice that you are only changing one digit from the existing config register value.

c. What do you think that digit controls? ____________________________________________________


___________________________________________________________________________________


Step 10 – Reboot the router, but do not enter the system configuration dialog. 
Then type i and press enter to reload the router. 


>i

Wait until the router has rebooted. 

Type no or control-C when prompted to enter initial configuration dialog. 

Press return or enter to see the router> prompt.

PART C – ENABLE THE PRIVILEGED MODE

Step 11 - Enter the privileged EXEC mode using the enable command. 

en

d. Why was no password required? ____________________________________________________


___________________________________________________________________________________


Step 12 - Examine the configuration the router is using. 

show run

Since the configuration register was set to boot the router without loading the configuration file, the router has only a minimal configuration. 

PART D – VIEW OR CHANGE THE PASSWORD IN THE CONFIGURATION FILE

Step 13 - Load the router's normal startup configuration file so that you can change the password in it. 

copy startup-config running-config (abbreviated: copy start run)

e. How does your router prompt change? ____________________________________________________

Notes:
The configuration file is loaded from NVRAM into RAM. 
This command is the reverse of the way you usually save a config to NVRAM.
It is OK to load this configuration, because you are already in the privileged mode. 
Don't exit from privileged mode until you reset the enable secret password!
Now you can view or change the router's passwords…

Step 14 - Look at passwords. 


show run

You can now see all the passwords except the enable secret, which is encrypted.  If you had lost the console or vty passwords, you'd know them now and would be done.  However, you've lost the enable secret; because you can't read it, you have only one option – change it to a new password that you know.  

Step 15 - Change the enable secret password.
Use this global config mode command to set the enable secret to chabot


enable secret chabot

(type accurately!)

Test your work: disable, and then again enable the privileged mode:


disable


enable

f. Was the new password accepted? ________________

· If yes, proceed to the next step.

· If no, then you must try again.  In that case, follow this procedure. 

· Begin again at Step 4.

· Skip Steps 5, 6, 7, and 8.

· Do not enter the initial configuration dialog.

· Continue with Step 9 and all steps thereafter.

PART E – SET THE ROUTER TO STARTUP NORMALLY

Step 16 - Restore the original setting of the configuration register. 

First, check the current status of the configuration register:


show version

g. What is the current setting? ________________

h. If you don't change it, what effect will this setting have when the router reloads? _________________


__________________________________________________________________________________


Now change the config-register back to its original setting (check your notes from Step 3.).  Use this command, which is entered in global configuration mode:


config-register 0x2102

Note that this setting will take effect at next reload.

The configuration register setting is stored in NVRAM, so you must save your changes to NVRAM with the command:


copy run start
Now examine your running config:


show run

Does the command config-register 0x2102 appear in the running configuration file? _________

Test your work: The only way to be sure that the config register setting has changed is to show the current value of the configuration register and the value it will have at next reload:


show version

i. What is the setting? ________________ 

j. What will the setting be at next reload? ________________

Examine your running config again.  Notice that all interfaces are shut down.  They were shut down administratively when the router started up without a configuration.  You need to bring them up!

For each interface that is in use, enter the interface config mode and enter:


no shut

Once again,  save your changes to NVRAM with the command:


copy run start
Step 17 – Test the new password. 
Reboot the router:


reload

If you are prompted to save the new configuration, enter yes. 

After the router reboots, enter the privileged mode.

k. Was the password chabot accepted? ________________
View the status of the configuration register:


show version

l. Has the configuration register changed back to its original value you recorded in step 3? ____________

Step 18 – Demonstrate your successful password recovery to the instructor:
Exit the router, call your instructor to your console, and then demonstrate the following steps in order:

· Enable the privileged mode. 

The password chabot should be accepted

· show version.

The config register should be 0x2102.

· show protocols

All active interfaces should be UP, UP

(Line protocol might be down on S0 or S1 if the connected router is not fully configured.)

Step 19 – To prepare for the next student, your instructor will now reset the enable secret to an unknown value.

Command Reference

	Command
	Prompt / Mode
	Description

	config-register
	Router(config)#

Global configuration
	config-register [value]   enters the setting of the configuration register that will take effect at next reload. 

	copy startup-config running-config
	Router(config)#

Global configuration 
	copy start run  copies the startup-config in NVRAM to the running-config in RAM.
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