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Objectives: 
· Develop skills for recognizing symptoms of various network problems.

Background: 

Effective troubleshooting relies on an ability to relate various network problems to the symptoms that result.  When you familiar with these relationships, you will be able to use a set of symptoms to develop a theory about the cause of the trouble.

Instructions: 
Answer each of the questions below.  Base answers on your knowledge of the OSI model and TCP/IP networking.  Think carefully.  If you are unsure about a particular question, you might want to set up the problem on a lab PC and then observe the symptoms that result, but in general, you should simply think through the answers.

Assume that the equipment has been given the standard configuration for our lab…

PART 1: TROUBLE ON CLASSROOM PCS CONNECTED TO CAMPUS NETWORK

CONSULT MAP BELOW AS YOU ANSWER THESE ITEMS
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PC Problem 1:

A PC in our lab classroom has no gateway address set in its TCP/IP configuration. 

When you investigate, what additional symptoms and data will you find?


a. Will all PCs in the classroom lose network communication?



b. Will the NIC on the problem PC show a link light?



c. Will pings from the PC to 172.28.118.10 (server in the lab on same subnet) succeed?



d. Will pings from the PC to the network's gateway address succeed?



e. Will pings to the next hop router beyond the gateway succeed?



f. Will the PC's browser reach http://academy1.clpccd.cc.ca.us, the server in the lab? 



g. Will the PC's browser reach  www.yahoo.com? 




h. If tracing the route to Yahoo at 66.218.71.83, where will the trace fail?  


PC Problem 2:

A PC in our lab classroom has no Domain Name Server address set in its TCP/IP configuration. 

When you investigate, what additional symptoms and data will you find?


a. Will all PCs in the classroom lose network communication?



b. Will the NIC on the problem PC show a link light?



c. Will pings from the PC to 172.28.118.10 (server in the lab on same subnet) succeed?



d. Will pings from the PC to the network's gateway address succeed?



e. Will pings to the next hop router beyond the gateway succeed?



f. Will the PC's browser reach http://academy1.clpccd.cc.ca.us, the server in the lab? 



g. Will the PC's browser reach  www.yahoo.com? 




h. If tracing the route to Yahoo at 66.218.71.83, where will the trace fail?  


PC Problem 3:

A PC in our lab classroom has an Ethernet cable that was damaged by rough treatment.  
Transmit and receive wires are open, due to a loose plug.

When you investigate, what additional symptoms and data will you find?


a. Will all PCs in our classroom lose network communication?



b. Will the NIC on the problem PC show a link light?



c. Will pings from the PC to 172.28.118.10 (server in the lab on same subnet) succeed?



d. Will pings from the PC to the network's gateway address succeed?



e. Will pings to the next hop router beyond the gateway succeed?



f. Will the PC's browser reach http://academy1.clpccd.cc.ca.us, the server in the lab? 



g. Will the PC's browser reach  www.yahoo.com? 




h. If tracing the route to Yahoo at 66.218.71.83, where will the trace fail? 


PC Problem 4:

The fiber optic cable connecting the lab switch in room 1620 to the campus core router in room 310 was accidentally cut by a plumber.  The lab network's gateway (172.28.118.1/24) is an interface on the campus core router in located 310.

When you investigate, what additional symptoms and data will you find?


a. Will all PCs in our classroom lose network communication?



b. Will the NICs on the classroom PCs show a link light?



c. Will pings from the PC to 172.28.118.10 (server in the lab on same subnet) succeed?



d. Will pings from the PC to the network's gateway address succeed?



e. Will pings to the next hop router beyond the gateway succeed?



f. Will the PC's browser reach http://academy1.clpccd.cc.ca.us, the server in the lab? 



g. Will the PC's browser reach  www.yahoo.com? 




h. If tracing the route to Yahoo at 66.218.71.83, where will the trace fail? 


PART 2: TROUBLE ON ROUTERS AND CONSOLE PCS CONNECTED TO OUR ROUTER LAB NET
CONSULT MAP BELOW AS YOU ANSWER THESE ITEMS
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Router Problem 1:

The PC connected to the Hayward router's E0 is set to 192.168.2.10, 
and the router's E0 is also set to 192.168.2.10. 

When you investigate, what additional symptoms and data will you find?


a. Will the Hayward PC NIC, hub, and router transceiver show link lights?



b. Will show interfaces show all interfaces UP, UP on Hayward?



c. Will pings from the Hayward router to 192.168.2.10 succeed?



d. Will the Hayward router be able to communicate with a tftp server running on the PC?



e. Will pings from the Hayward router to Oakland's S1 succeed?



f. Will pings from the Hayward router to Fremont's S0 succeed?



g. Will the Hayward routing table show routes to all networks that are directly connected?



h. Will the Hayward routing table show routes to any networks that are not directly connected?


i. If you reboot the PC, will Windows give any kind of error message?



Router Problem 2:

On Hayward,  S0 has no clockrate set. 

When you investigate, what additional symptoms and data will you find?


a. Will the Hayward PC NIC, hub, and router transceiver show link lights?



b. Will show interfaces show all interfaces UP, UP on Hayward?



c. Will a PC on the Hayward LAN be able to ping Hayward's E0?



d. Will the Hayward router be able to communicate with a tftp server running on the PC?



e. Will pings from the Hayward router to Oakland's S1 succeed?



f. Will pings from the Hayward router to Fremont's S0 succeed?



g. Will the Hayward routing table show routes to all networks that are directly connected?



h. Will the Hayward routing table show routes to any networks that are not directly connected?


Router Problem 3:

On Hayward, no dynamic routing protocol has been enabled (no RIP). 

When you investigate, what additional symptoms and data will you find?


a. Will the Hayward PC NIC, hub, and router transceiver show link lights?



b. Will show interfaces show all interfaces UP, UP on Hayward?



c. Will a PC on the Hayward LAN be able to ping Hayward's E0?



d. Will the Hayward router be able to communicate with a tftp server running on the PC?



e. Will pings from the Hayward router to Oakland's S1 succeed?



f. Will pings from the Hayward router to Fremont's S0 succeed?



g. Will pings from the Oakland router to Fremont's S0 succeed?



h. Will the Hayward routing table show routes to all networks that are directly connected?



i. Will the Hayward routing table show routes to any networks that are not directly connected?


Router Problem 4:

On Hayward, RIP has been enabled, but with this configuration only:

!

router rip

  network 10.0.0.0

!

When you investigate, what additional symptoms and data will you find?


a. Will show interfaces show all interfaces UP, UP on Hayward?



b. Will a PC on the Hayward LAN be able to ping Hayward's E0?



c. Will a PC on the Hayward LAN be able to ping a PC on the Fremont LAN?



d. Will pings from the Hayward router to Oakland's S1 succeed?



e. Will pings from the Hayward router to Oakland's E0 succeed?



f. Will pings from the Oakland router to Fremont's S0 succeed?



g. Will the Hayward routing table show routes to all networks that are directly connected?



h. Will the Hayward routing table show routes to any networks that are not directly connected?


Troubleshooting Reference

Key steps in a systematic troubleshooting process:

1. Define the problem:

a. What trouble has been reported?

b. What is the scope of the problem?

· Are all nearby workstations affected?

· If the user can't reach a particular host, are other hosts reachable?

c. When did this problem begin?  

· What was changed or done just before the problem began?

2. Gather additional data and symptoms:

	Layer
	Investigate - Gather Data:
	If problems, check this:

	1
	Link lights on?
	Cable connected?
Device powered on?
Does the cable pass tests?

	2
	Router interface UP, UP?

PC NIC functioning OK?
(check: System control panel | Device Mgr)
	Clock set on DCE interfaces?
Interface administratively down?
PC NIC diagnostics –pass hardware & driver tests?

	3
	Can you successfully ping the loopback address: 127.0.0.1?
	Is the IP protocol installed and running?
(router: show interfaces)
(PC: Network control panel | components list)

	3
	Can you successfully ping the network gateway address?
	Are the device's IP address and subnet mask correct?
(router: show interfaces)
(PC: Network control panel | TCP/IP Properties)

	3
	Can you successfully ping the address of the next hop router past the gateway?
	Is the gateway set correctly in the PC config?
(PC: Network control panel | TCP/IP Properties)

	3
	Can you successfully ping a host on a network that is not directly connected?
	Are routing tables correct?
Is a dynamic routing protocol up on all routers?
Are IP addresses/subnet masks correct on all hosts?

	3
	If you run a traceroute to the destination, where does it fail?
	Look for configuration or connection problems on the router where the trace fails.

	3
	Does each routing table show a route to the destination?
	Is a dynamic routing protocol up on all routers?
Is it advertising on the correct networks?

	4
	Can you ping a host but not reach it on a particular TCP port (e.g. telnet 23 or http 80?)
	Look for firewall our router access control lists that restrict traffic on that port. 

	5,6
	Nothing
	

	7
	Can you reach a host by name as well as by address:
Does DNS work?
Are host tables working correctly?
	Is the address of the DNS server set correctly?
(router: ip name-server command)
(PC: Network control panel | TCP/IP Properties) 

	7
	Can you telnet to the destination?
Can you access it via your browser?
	If not, but you can ping the destination, is a telnet or http listener running on the destination host?

Are firewall or router access control lists blocking you?


IP addressing errors are the most common network problem, and you should look for them early in the troubleshooting process.

3. Develop a theory (or several) that fits the data.  
The theory should explain the source of the trouble.
4. Test the theory – see if you can repair the source of the trouble.


Change one factor at a time.
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9A – Troubleshooting Symptoms
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