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Chabot College

Cisco Networking Academy II

Router Configuration: Standard Base Lab
VTY Password: cisco

Multiple routers required.
Enable Secret: chabot

Estimated time: 60 min.




Objectives: 
· Working as a team, plan problems that you will create on an opposing team's network .

· Put the problems into effect.

· Trade places with the opposing team, troubleshoot the problems they created for you, and then fix them.

Background: 

Key steps in a systematic troubleshooting process:

1. Convert the trouble report into a clearly defined problem statement:

· Exactly what problem has been reported?

· What is the scope of the problem?  What devices or network segments are affected?

· When did the problem begin?  Before the problem occurred, what changes were made?

2. Investigate: gather additional data and symptoms to help you isolate possible causes.

3. Develop a theory (or several) that fits the data.  The theory should explain the source of the trouble.

4. Test the theory – make changes to see if you can fix the source of the trouble.  

· Change only one factor at a time.  If you change several factors at once, you might fix the problem but not learn the specific cause.  That won't help you solve the same problem if it occurs in the future.

Instructions.  There will be two 30-minute troubleshooting cycles.  Timing will be strict!

CYCLE 1:  pings between the Oakland and Fremont PCs fail

Plan – 5 Minutes

Meet with your team as assigned by the instructor and plan the problems you'll set up.

Use the standard lab map to plan three problems that you team will introduce on the opposing team's network.  The trouble your team creates must meet these specifications:

· The problems will cause pings between the Oakland and Fremont PCs to fail.

· You may introduce problems at any layer, including layer 1.

· You may introduce only three problems per team.

· The Problem Reference list on page 2 of this lab may suggest some possibilities.

· Do not erase an entire router configuration or change the enable password.

· Do not save your router config to NVRAM – do not copy run start at any time!

Introduce Problems – 5 Minutes

Set up the problems on the opposing team's network.

To help conceal the location of the problems you create, you team should have several people working on various parts of the opposing team's network.  When you finish setting the problems, clear the router's console screen to hide your work!   In Hyperterminal, select EDIT  |  CLEAR SCREEN  and   EDIT  |  CLEAR BACKSCROLL.

Troubleshoot and repair problems - 20 minutes .

Trade places with the opposing team.   
Then troubleshoot and repair your problem using the following tools:

ping 

What can you ping?  What can't you ping?

trace or tracert 
Where does a trace fail?


telnet

Can you reach the host and login?

show interfaces
UP, UP?  Addresses and subnet masks correct?
 (or show protocols)

show ip route
Do you have a route to the destination network?

show ip protocols
What dynamic routing protocol is in use?  What networks is it routing for?

show run

Commands missing or incorrect?

winipcfg

What is your PC NIC IP address, mask, and gateway?

Try to isolate the problem to a particular hop along the route.
To help locate the problems, ping and trace from both ends of your network.
Based on the data you gather, develop a theory of what might be wrong. 
Then test your theory, making one change at a time.
The Troubleshooting Reference on page 3 of this lab may be helpful.

When your team has repaired the problems, call the instructor and demonstrate.

In this lab, you have been instructed not to save your configuration.  As long as you didn't save it, you can restore your router's original configuration simply by rebooting it:

reload 
(when you are asked if you want to save the configuration, say NO)
CYCLE 2 – Can't telnet by hostname from Oakland router to Fremont router and login

Plan problem – 5 minutes

Introduce problems – 5 minutes

Troubleshoot and repair problems - 20 minutes .

· This time, the three problems will make it impossible to telnet from the oakland router to the fremont router by hostname and login successfully.


When done, call the instructor and demonstrate.  Then reload the router as described above.

Problem Reference

Here is a list of possible problems that your team might choose to introduce:

	OSI Layer
	Problem

	n/a
	Wrong settings on Hyperterminal for connection to console port.  (e.g. 2400 bits/second)

	1
	Device powered off

	1
	Ethernet cable disconnected or loose at transceiver, hub, or patch panel.

	1
	Cable incorrectly attached to hub uplink port, or  uplink switch on hub set incorrectly.

	1-2
	Interface administratively shut down

	2
	Clock rate not set on router's DCE serial interface

	2-3
	PC NIC disabled by Windows after booting with duplicate IP address

	3
	No IP address or subnet mask (router or PC)

	3
	Incorrect IP address or subnet mask (router or PC)

	3
	Duplicated IP addresses

	3
	No dynamic routing protocol enabled, or protocol mismatched between routers

	3
	RIP not advertising on all directly connected networks.

	3
	Static route incorrect (ip route command)

	3
	Wrong IP address or hostname listed in  ip host command

	3
	Incorrect gateway on PC or none set.

	7
	line vty 0 4 not configured for password control, or password incorrect

	All
	Missing commands in configuration file


Troubleshooting Reference - Key steps in a systematic troubleshooting process:
1. Define the problem:

a. What trouble has been reported?

b. What is the scope of the problem?

· Are all nearby workstations affected?

· If the user can't reach a particular host, are other hosts reachable?

· If the user can't reach a particular network or network segment, are others reachable?

· If a particular port or protocol is unreachable (e.g. port 80), are other ports reachable (e.g. 23)?

c. When did this problem begin?  

· What was changed or done just before the problem began?

2. Gather additional data and symptoms:

	Layer
	Investigate - Gather Data:
	If problems, check this:

	1
	Link lights on?
	Cable connected?
Device powered on?
Does the cable pass tests?

	2
	Router interface UP, UP?

PC NIC functioning OK?
(check: System control panel | Device Mgr)
	Clock set on DCE interfaces?
Interface administratively down?
PC NIC diagnostics –pass hardware & driver tests?

	3
	Can you successfully ping the loopback address: 127.0.0.1?
	Is the IP protocol installed and running?
(router: show interfaces)
(PC: Network control panel | components list)

	3
	Can you successfully ping the network gateway address?
	Are the device's IP address and subnet mask correct?
(router: show interfaces)
(PC: Network control panel | TCP/IP Properties)

	3
	Can you successfully ping the address of the next hop router past the gateway?
	Is the gateway set correctly in the PC config?
(PC: Network control panel | TCP/IP Properties)

	3
	Can you successfully ping a host on a network that is not directly connected?
	Are routing tables correct?
Is a dynamic routing protocol up on all routers?
Are IP addresses/subnet masks correct on all hosts?

	3
	If you run a traceroute to the destination, where does it fail?
	Look for configuration or connection problems on the router where the trace fails.

	3
	Does each routing table show a route to the destination?
	Is a dynamic routing protocol up on all routers?
Is it advertising on the correct networks?

	4
	Can you ping a host but not reach it on a particular TCP port (e.g. telnet 23 or http 80?)
	Look for firewall our router access control lists that restrict traffic on that port. 

	5,6
	Nothing
	

	7
	Can you reach a host by name as well as by address?
Does DNS work?  Are host tables correct?
	Is the address of the DNS server set correctly?
(router: ip name-server command)
(PC: Network control panel | TCP/IP Properties) 

	7
	Can you telnet to the destination?
	If not, but you can ping the destination, 
is the telnet listener running on the destination host?

Are firewall or router access control lists blocking you?


IP addressing errors are the most common network problem, and you should look for them early in the troubleshooting process.

3. Develop a theory (or several) that fits the data.  
The theory should explain the source of the trouble.
4. Test the theory – see if you can repair the source of the trouble.


Change one factor at a time.
More detailed TCP/IP troubleshooting reference 
is available at http://www.cisco.com/univercd/cc/td/doc/cisintwk/itg_v1/tr1907.htm#xtocid2882516
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