Student Name: ___________________________



[image: image2.png]®
NETWORKING
ACADEMY



Chabot College

Cisco Networking Academy III

Estimated time: 120 min.

Objectives:

This Lab will focus on your ability to accomplish the following tasks:

1. Console into the switch to determine the firmware version  

2. Check the IP address and subnet mask for the switch  

3. Use the Management console to check VLAN related menu options  

4. Check workstation network settings to verify compatibility with switch and router settings  

5. Create a new VLAN, name it and move member ports to it.  

6. Test VLANs functionality by moving a workstation from one VLAN to another 

7. Enable 802.1q trunking on trunk ports for the two switches 

Background: 

This lab expands on the VLAN configurations demonstrated in Lab 3A. In addition to creating VLANS, you will configure 2 switches to extend the VLAN with inter-switch trunking.

Tools / Preparation: 
Prior to starting the lab, verify that you have a backup copy of both switches’ configuration files. Since the command formats for the 1900 and 2950 switches are slightly different, you may find it helpful to access the online documentation for the switches at http://www.cisco.com/univercd/home/home.htm
The following is a list of equipment required.

· Standard Pod configuration of 3 routers, 2 switches, and 3 workstations

· CAT 5 Ethernet Cable for connections to switch 

· CAT 5 cross-over cable to connect the switch trunk ports (100BASE-TX)

Web Site Resources:
Catalyst 1900 Documentation



 HYPERLINK "http://www.cisco.com/univercd/cc/td/doc/product/lan/cat2950/1219ea1/index.htm" 

Catalyst 2950 Documentation



Configure LAN switches

Refer to the following diagram for VLAN configurations. VLAN 1 is connected to the Hayward network, VLAN 2 to Fremont, and VLAN 3 to Oakland.
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Both switches will be administered from the Hayward network, so they will require different host names and IP addresses.

1)   Set the devices according to the table below. No changes should be made to subnet mask or default gateway settings.

	Top Switch hostname
	Lab_West

	Top Switch IP address
	192.168.2.9

	Bottom Switch hostname
	Lab_East

	Bottom Switch IP address
	192.168.2.8

	Fremont Workstation IP
	192.168.1.10

	Hayward Workstation IP
	192.168.2.10

	Oakland Workstation IP
	192.168.3.10

	Fremont Router E0 IP
	192.168.1.1

	Hayward Router E0 IP
	192.168.2.1

	Oakland Router E0 IP
	192.168.3.1


Creating VLANs on switches

2)   Use the following command examples within the global configuration mode to create two new Ethernet VLANs on each switch.  On both switches, port 1 - 3 will belong to VLAN 1, ports 4 – 6 will belong to VLAN 2 and ports 7 – 9 will belong to VLAN 3. Text in Italics denotes the example for Lab_East switch.

(config)#hostname Lab_West 
(Lab_East)
Lab_West(config)#int vlan 2
Lab_West(config-if)#description Fremont
Lab_West(config-if)#int vlan 3
Lab_West(config-if)#desription Oakland
Lab_West (config-if)#int f0/4

Lab_West (config-if)#switchport mode access
Lab_West (config-if)#switchport access vlan 2
Lab_West (config-if)#int f0/5

Lab_West (config-if)#sw m a
Lab_West (config-if)#sw ac v 2
Lab_West (config-if)#int f0/6

Lab_West (config-if)#sw m a
Lab_West (config-if)#sw ac v 2
Lab_West (config-if)#int f0/7

Lab_West (config-if)#sw m a
Lab_West (config-if)#sw ac v 3
Lab_West (config-if)#int f0/8

Lab_West (config-if)#sw m a
Lab_West (config-if)#sw ac v 3
Lab_West (config-if)#int f0/9

Lab_West (config-if)#sw m a
Lab_West (config-if)#sw ac v 3
Lab_West (config-if)#end
3)   Use the sh vlan command to verify vlan membership and complete the table below:

LAB_WEST




LAB_EAST

	VLAN
	Name
	Status
	Port
	VLAN
	Name
	Status
	Port

	1
	
	
	
	1
	
	
	

	2
	
	
	
	2
	
	
	

	3
	
	
	
	3
	
	
	

	1002
	
	
	
	1002
	
	
	

	1003
	
	
	
	1003
	
	
	

	1004
	
	
	
	1004
	
	
	

	1005
	
	
	
	1005
	
	
	


Enable Trunking on port 24 on Lab_West 

4)   You will need to check and clear the VLANs from trunk.  Use the following commands to gather information for trunk port 24 on each switch.

Lab_West#sh int f0/24 switchport allowed-vlan
5)   What were the other options available to you after you have typed sh int f0/24 s ?

_______________________________________________________________________________________________________________________________________________________________________________________________________________

6)   To clear VLANs from the trunk links type the following:

Lab_West(config)#int f0/24
Lab_West(config-if)#switchport mode trunk
Lab_West(config-if)#switchport trunk allowed vlan ?
7)   What are you options?  Then remove all VLANs from 2 - 1001
__________________________________________________________________________________________________________________________________________

8)   The 2950 switch only runs the 802.1q tagging method.  To configure trunking on a Fast Ethernet port use the following command sequence on each Fast Ethernet port being used on the switch.  The 2950 switches have all fast Ethernet ports and any can be used as a trunk port. We will use port 24 for our trunk port. You will need to use a CAT 5 crossover cable to connect Lab_West port 24 to Lab_East port 24. 
Lab_West(config)#interface fastEthernet 0/24
Lab_West(config-if)#sw mo trunk
Lab_West(config-if)#sw trunk allowed vlan add 2-3
Lab_West(config-if)#description trunk_to_Lab_East
The 2950 Lab_East switch defaults all ports to the “dynamic desirable” trunk mode. This enables trunking automatically whenever a  port is connected to another switch with trunking enabled.

9)   What options do you get if you press ? after the word vlan – find out what these options mean.

	Option
	Meaning

	
	

	
	

	
	

	
	

	
	


10)   On each switch connect your workstations according to the network layout drawing and then ping between them.  Can you ping between the workstations on the same switch?

_____________________________________________________________________

11)   Can you ping between workstations and the routers?

_____________________________________________________________________

12)   Repeat steps 10 – 11 using tracert instead of ping. What does this demonstrate?

_____________________________________________________________________

_____________________________________________________________________
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