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Objective: Please Read Over The Entire Lab Before You Begin!

This lab requires routers and PC configurations different from the standard lab configuration. Before performing an erase start / reload, verify you have valid backups of the router configurations and PC IP addresses and gateways.

In this lab, you will configure a Cisco router to block traffic from a neighboring LAN and serial network.  

You will need to use a routing protocol, in this lab you will use RIP version 2. Because this WAN uses discontiguous subnets, you must also issue the no auto-summary command when configuring RIP.

Scenario

The Air Guitar Company would like you to use the map above to connect their three sites so they can exchange information.  They also would like you to block all traffic from one of your neighbor LANs by their source network.  RTA will block all traffic to its LAN from the RTB LAN.  RTB will block all traffic to its LAN from the RTC LAN.  RTC will block all traffic to its LAN from the RTA Serial network.

Step 1

Verify your router’s connectivity to its neighbors by using ping and by viewing your router’s routing table. 

1. What is the command for viewing the routing table?__________________________

Verify that your workstation can ping your router. From the Start menu, select “Programs” and then “MS-DOS Prompt.” From the DOS prompt, ping your assigned router’s E0. 

Step 2

To set up a firewall, you will use the access-list command. This command can be used in global configuration mode. IP access lists come in two flavors, standard and extended.

2.
How are extended lists different from standard lists? _______________________

___________________________________________________________________

Step 3

You will use the access-list command to create a standard list that blocks access to your workstation from a neighboring LAN or serial network. (See scenario above) 

3. 
Standard lists can only permit and deny based on what? ______________________

Usually, standard lists should be placed as close to the destination as possible. You will place the access list on the interface for the LAN you do not want the outside LAN or serial traffic to be able to access.

Student Note

Step 4

Type the appropriate commands to block access to your workstation from the source LANs.  

RTA Router commands

router(config)#access-list 2 deny 10.2.0.0 0.0.255.255

RTB Router commands

router(config)#access-list 2 deny 10.3.0.0 0.0.255.255

RTC Router commands
router(config)#access-list 2 deny 192.168.1.0 0.0.0.255


4.
What are the possible values for these access list ID numbers (ip standard list)?


5.
What octets will the router try to match with a wildcard mask of   0.0.255.255 and 0.0.0.255?

6.
Why do you want the router to ignore certain bits?

Step 5
Your access list now has one entry. 


7.
What will happen to packets that match this entry?


8.
What will happen to packets that do not match this entry? Why?

Add a second line to the access list on all three routers. In order to make this new line part of the same list, you must use the same access list number.


router(config)#access-list 2 permit any


9.
What does the abbreviation “any” stand for?


10.
Why is this line necessary?

Return to privileged command mode and view your access list.


11.
What command do you use to view your access lists?



12.
Is your list actually blocking any traffic at this point?


Step 6
Test your router configuration on each router.  Try to ping each of your neighbors. (Always test conductivity and your router configuration before applying an ACL list to an interface!!!!)

Ask your instructor to verify your network configuration.       Config OK _____________ 
Apply your standard list to the appropriate interface on RTA and RTB and RTC routers. For this exercise, you should place the lists on the E0 interface of each router.


router(config-if)#ip access-group 2 out

Step 7
Enter privileged mode and verify that the access-list is applied to the appropriate interface.

13. What command will display interfaces and their associated access-lists?

Step 8
Verify that the access list has the desired effect. Ask the neighbor you blocked to attempt to ping your workstation from their workstation. (Note: this must be done from workstation to workstation, the routers will use their serial networks to ping unless explicitly instructed not to do so by using the extended ping command). 

14. Why can the RTA workstation still ping the RTC LAN?

15.
Where will you need to ping from to test your ACL on RTC?

Ask the unblocked neighbor to ping your workstation (they should be able to).

Ping the RTC workstation 10.3.1.2 from the RTA router (you should not be able to).

Now ping the RTC E0 address 10.3.1.1 from the RTA router (you should be able to).

16.
Why can you ping the E0 address but not the workstation?

Troubleshoot as necessary.

Step 9
Ask your instructor to verify that your network is operating and that the access lists are blocking the undesired traffic.








ACLs OK _____________

Step 10
Remove all access lists. Restore router and PC configurations to the standard lab configuration
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