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CCNA 3 MODULE 9

VIRTUAL TRUNKING PROTOCOL (VTP)

	Module
	QUESTION
	ANSWER

	9.1.1
	What is a ”trunk” in radio technology?


	A single communications line that carries multiple channels of radio signals

	
	How does this translate into the data technology?
	A trunk is a physical and logical connection between two switches across which network traffic travels

	9.1.2
	How does a trunk relate to the VLAN switching environment?


	A point-to-point link that supports several VLANs. Trunking will bundle multiple virtual links over one physical link by allowing the traffic for several VLANs to travel over a single cable between the switches. 

	9.1.3
	Why were trunking protocols developed?


	To effectively manage the transfer of frames from different VLANs on a single physical line

	
	Which 2 trunking mechanisms are available?
	frame filtering and frame tagging

	
	Which one has been adopted by the IEEE?
	Frame tagging

	
	How does the frame tagging technique work?


	Trunking protocols that use a frame tagging mechanism assign an identifier to the frames to make their management easier and to achieve a faster delivery of the frames

	
	Which are the most common tagging schemes?


	ISL – Cisco proprietary Inter-Switch Link protocol

802.1Q – IEEE standard that will be focused on in this section

	9.1.4
	At which layer does frame tagging function?
	Layer 2

	
	What happens to the tag when the frame exists the network backbone?
	The switch removes the tag

	
	Does a trunk line belong to one VLAN?


	No

	
	Why is ISL not the IEEE standard for frame tagging??
	It is Cisco proprietary

	
	What 2 steps are required to configure a VLAN truck on a switch?


	Configure the port first as a trunk

Specify the trunk encapsulation with the following commands

	
	What command shows what type of encapsulation the trunk can support?
	Switch#show port capabilities

	9.1.5
	What show command verifies that the trunk has been configured?
	Switch#show trunk

	9.2.1
	How does VTP help a switched network?


	With VTP, VLAN configuration is consistently maintained across a common administrative domain. Additionally, VTP reduces the complexity of managing and monitoring VLAN networks

	9.2.2
	What is the role of VTP
	To maintain VLAN configuration consistency across a common network administration domain

	
	How does VTP work?


	VTP is a messaging protocol that uses Layer 2 trunk frames to manage the addition, deletion, and renaming of VLANs on a single domain

	
	Which frames to trunk ports carry?


	Frames from ALL VLANs

	9.2.3
	What is a VTP domain?


	A VTP domain is made up of one or more interconnected devices that share the same VTP domain name

	
	How many domains can a switch be in?


	One

	
	What are the 4 items usually found in a VTP message?


	VTP protocol version: Either Version 1 or 2 

VTP message type: Indicates one of four types 

Management domain name length: Indicates size of the name that follows 

Management domain name: The name configured for the management domain 

	
	What 3 modes to VTP switches operate in?


	Server 

Client 

Transparent 



	
	What do VTP Servers do?


	Create, modify, and delete VLAN and VLAN configuration parameters for the entire domain. VTP servers save VLAN configuration information in the switch NVRAM. VTP servers send VTP messages out to all trunk ports.

	
	What do VTP Clients do?


	Process VLAN changes and send VTP messages out all trunk ports

	
	What happens in  VTP Transparent mode?


	Forward VTP advertisements but ignore information contained in the message. A transparent switch will not modify its database when updates are received, nor will the switch send out an update indicating a change in its VLAN status. Except for forwarding VTP advertisements, VTP is disabled on a transparent switch.

	
	What does a higher configuration revision number mean?


	A higher configuration revision number indicates that the VLAN information that is being sent is more current then the stored copy. Any time a switch receives an update that has a higher configuration revision number the switch will overwrite the stored information with the new information being sent in the VTP update.

	
	What must be done to set the configuration revision number back to “0”?
	The switch must be rebooted

	
	What must be added to put the switch into “securemode”?
	Add a password

	
	What is the rule for adding passwords to switches in the same domain?
	They must all have the same password

	9.2.4
	What is the maximum configuration revision number?
	2,147,483,648

	
	What are the 2 types of VTP advertisements??
	Requests from clients that want information at bootup 

Response from servers 

	
	What are the 3 types of VTP messages?


	Advertisement requests 

Summary advertisements 

Subset advertisements 

	
	What4 are subset advertisements?


	Subset advertisements contain detailed information about VLANs such as VTP version type, domain name and related fields, and the configuration revision number

	9.2.5
	What 3 tasks must be considered before configuring VTP and VLANs on the network?
	Determine the version number of VTP that will be utilized. 

Decide if this switch is to be a member of an existing management domain or if a new domain should be created. If a management domain exists, determine the name and password of the domain.  

Choose a VTP mode for the switch.

	
	Are VTP Version 1 and Version 2 interoperable?
	NO

	
	Which one is the default?
	VTP Version 1

	
	How do you enter database mode?
	Switch#vlan database

	
	How do you create a management domain?
	Switch(vlan)#vtp domain cisco

	
	What needs to be done before adding a client to an existing VTP domain?
	Verify that its VTP configuration revision number is lower than the configuration revision number of the other switches in the VTP domain

	
	What can happen if the revision number of the switch being added is higher than the others in the domain?
	A switch is added that has a revision number higher than the revision number in the VTP domain, it can erase all VLAN information from the VTP server and VTP domain

	
	What does switch#show vtp status do?


	Used to verify VTP configuration settings on a Cisco IOS command-based switch.

	
	What does switch#show vtp counters do?
	Used to display statistics about advertisements sent and received on the switch.

	9.3.1
	To what distances can VLANs cover?
	VLANs can span single building infrastructures or interconnected buildings

	
	What device must be used to communicate between devices on different VLANs?
	Router

	9.3.2
	Why do routers provide more efficient use of bandwidth than bridges and switches?
	Because routers prevent broadcast propagation and use more intelligent forwarding algorithms than bridges and switches

	9.3.3
	What are the two biggest problems in a multiple-VLAN environment?
	The need for end user devices to reach non-local hosts 

The need for hosts on different VLANs to communicate 

	
	What does the “*” mean whenthe show ip route command is issued?
	Default Route

	
	What is logical connectivity or “router on a stick”?


	A single connection, or trunk, from the switch to the router. That trunk can support multiple VLANs. This topology is called a router on a stick because there is a single connection to the router. However, there are multiple logical connections between the router and the switch

	
	What is physical connectivity?


	A separate physical connection for each VLAN. This means a separate physical interface for each VLAN.

	9.3.4
	What standard is usually used to trunk VLANs over Fast Ethernet links?
	ISL or 802.1Q

	
	What is the advantage of trunk links?


	A reduction in the number of router and switch ports used. Not only can this save money, it can also reduce configuration complexity. Consequently, the trunk-connected router approach can scale to a much larger number of VLANs than a one-link-per-VLAN design.

	9.3.5
	What is a subinterface?
	A logical interface within a physical interface, such as the Fast Ethernet interface on a router

	
	Can more than one subinterface exist on one physical interface?
	YES

	
	What is the rule for VLANs, subinterfaces and IPs?
	In order for multiple devices on the same VLAN to communicate, the IP addresses of all meshed subinterfaces must be on the same network or subnetwork.

	9.3.6
	What must be done to define a subinterface?
	Identify the interface. 
Define the VLAN encapsulation. 
Assign an IP address to the interface. 
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