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Objective

In this lab, you will configure PPP on point-to-point WAN interfaces. You will also configure CHAP authentication.

Scenario

The Air Guitar Company would like you to configure their WAN, which includes three routers: RTA, RTB, and RTC. In addition to configuring the router’s IP addresses and hostnames, you are to configure RIP as the IP routing protocol. 

You will also configure the serial interface encapsulation as PPP. And, although it is highly unusual to configure CHAP authentication on a dedicated serial connection, the company would like you to set up CHAP for testing purposes.
Step 1
Build the WAN as shown in the diagram, but do not configure PPP encapsulation yet. You will not need to connect the serial cables to the router. The routers are already connected. 

Connect the workstations’ and the routers’ Ethernet ports through the hubs as shown. 

At the patch panel, connect your PCs’ serial ports (Com 1) to the routers’ console ports. 

Once you have connected the routers’ console ports to your PCs’ com ports, use HyperTerminal to log in and begin configuring your router.

If necessary, abort the setup mode on the router using CTRL+C. If the router already has a configuration, erase the configuration and reload the router. (To avoid SLARP, reload all three routers at the same time.)

Router#erase startup-config
Router#reload
Next, configure the hostname, IP addresses, and routing protocol (RIP) as shown on the map. Be sure to configure a clock rate on serial interfaces that are acting as DCE. Do not configure an enable password or secret.
Instead of manually configuring each router, you may create new configuration text files, then load the new configurations from TFTP or Hyperterm. From the standard lab configuration:

· Change the hostname

· Delete password and secret

· (optional) change the host table names

Configure each workstation with the correct IP address, subnet mask, and default gateway, as shown on the map.

Once you have completed these configurations, test your WAN. Host A should be able to ping Host B and Host C. Troubleshoot as necessary.

When each host can ping every other host, proceed to Step 2.

Step 2

Before configuring PPP with authentication, you should create the local username/password database. For RTA, configure the username and password to expect from the remote router, as shown:

RTA(config)#username RTB password cisco
Make sure that RTA is configured with the correct password to present to other routers:

RTA(config)#enable password cisco
Also, verify that this router’s hostname is set to RTA (all caps) and not rta, or RouterA.

On RTB, create the username/password database as shown:

RTB(config)#username RTA password cisco

RTB(config)#username RTC password cisco
Since RTB has two link partners, two entries in the username and password database are required.

Configure RTB to present the correct password, if challenged:

RTB(config)#enable password cisco
Finally, create RTC’s username/password database and configure the appropriate enable password.

Step 3

Set RTA’s serial interface to use the PPP encapsulation.

RTA(config)#interface s0 

RTA(config-if)#encapsulation ppp

Next, set the other active interfaces on RTB and RTC to use PPP encapsulation.

Step 4

Enable CHAP for authentication on all active PPP interfaces. The commands required for RTA are provided as an example:

RTA(config)#interface s0
RTA(config-if)#ppp authentication chap
Step 5
Use the show interface serial command to verify that each serial interface has come “up and up.”  Note the status of the LCP. Also try the show ip interface brief command to verify interface status.

Step 6
Troubleshoot the connection if necessary. Host A should be able to ping Host B and Host C.

Step 7
Now that PPP is working, you will use debugging to examine the PPP negotiation process. 

On RTA, shut down the serial 0 interface, as shown:

RTA(config)#interface s0

RTA(config-if)#shutdown
After the interface is down, issue the following debug command on RTB:

RTB#debug ppp negotiation
Step 8
With PPP debugging on, return to RTA and bring the serial the interface up:

RTA(config)#interface s0
RTA(config-if)#no shutdown
Step 9
View the output of the debug.

1. The debug shows you that PPP progresses through three phases. What are they (in order from first to last)?

a.

b.

c.

2. What kinds of PPP frames are sent during the first phase (LCP, NCP, etc)?

3. What kinds of PPP frames are sent during the second phase?

4. What kinds of PPP frames are sent during the third phase?

Troubleshooting
The most common problem users have when configuring CHAP authentication is that the usernames and passwords have not been entered correctly. The usernames and passwords are case sensitive, so you must be careful to match the case of the router’s configured host name and password. For example, if the router’s hostname is RTA, then the username command on RTB must include RTA and not rta. The debug PPP authentication command can be used to monitor the CHAP authentication process and troubleshoot username/password problems.
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